
This	
  presenta,on	
  takes	
  a	
  look	
  at	
  privacy	
  from	
  the	
  engineering	
  standpoint.	
  This	
  is	
  not	
  
about	
  privacy	
  policies	
  as	
  such,	
  governance	
  of	
  privacy,	
  or	
  reac,ve	
  measures.	
  That	
  said,	
  
it	
  does	
  not	
  address	
  specific	
  privacy	
  features,	
  but	
  instead	
  a	
  generic	
  approach	
  of	
  how	
  
privacy	
  needs	
  to	
  be	
  reflected	
  in	
  a	
  so>ware	
  development	
  lifecycle	
  and	
  organisa,on.	
  
	
  
My	
  viewpoint	
  is	
  from	
  developing	
  products	
  through	
  agile	
  methods	
  that	
  handle	
  
consumer	
  data.	
  Whereas	
  I	
  do	
  not	
  believe	
  that	
  other	
  types	
  of	
  private	
  data	
  would	
  be	
  
much	
  different	
  in	
  terms	
  of	
  engineering	
  principles,	
  there	
  may	
  be	
  regulatory	
  or	
  
compliance	
  issues	
  that	
  force	
  certain	
  prac,ces	
  for	
  other	
  domains	
  of	
  data.	
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Privacy	
  by	
  Design	
  is	
  a	
  collec,on	
  of	
  principles	
  that	
  guide	
  the	
  thinking	
  around	
  privacy.	
  
Originally	
  coined	
  by	
  Ontario	
  (Canada)	
  Informa,on	
  and	
  Privacy	
  Commissioner	
  Ann	
  
Cavoukian,	
  it	
  has	
  become	
  somewhat	
  of	
  a	
  buzzword	
  lately	
  in	
  privacy	
  circles.	
  
	
  
If	
  you	
  wish	
  to	
  learn	
  more	
  about	
  PbD,	
  have	
  a	
  look	
  at	
  the	
  Privacy	
  by	
  Design	
  portal	
  at	
  
hLp://www.privacybydesign.ca/.	
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PbD	
  is	
  based	
  on	
  these	
  seven	
  principles:	
  
hLp://www.ipc.on.ca/images/Resources/7founda,onalprinciples.pdf	
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For	
  more	
  informa,on,	
  see	
  
	
  
hLp://kerry.senate.gov/commercialprivacy	
  
hLp://kerry.senate.gov/imo/media/doc/Commercial%20Privacy%20Bill%20of
%20Rights%20Text.pdf	
  
IAPP	
  analysis:	
  hLps://www.privacyassocia,on.org/publica,ons/
experts_discuss_proposed_commercial_privacy_bill_of_rights/	
  
EFF	
  analysis:	
  hLps://www.eff.org/deeplinks/2011/05/how-­‐would-­‐kerry-­‐mccain-­‐
commercial-­‐privacy-­‐bill	
  
Microso>,	
  HP,	
  Intel	
  and	
  eBay	
  support:	
  hLp://www.ebaymainstreet.com/files/Joint-­‐
Statement-­‐on-­‐Commercial-­‐Privacy-­‐Bill-­‐of-­‐Rights-­‐April-­‐12-­‐2011.pdf	
  
	
  
Covered	
  en,ty:	
  anyone	
  that	
  “collects,	
  uses,	
  transfers	
  or	
  stores	
  ‘covered	
  informa,on’	
  
on	
  more	
  than	
  5,000	
  individuals”	
  over	
  a	
  consecu,ve	
  12-­‐month	
  period	
  and	
  is	
  subject	
  to	
  
FTC	
  authority,	
  the	
  Communica,ons	
  Act	
  or	
  is	
  a	
  nonprofit.	
  (IAPP)	
  Leaves	
  gaps.	
  May	
  
take	
  out	
  some	
  consumer	
  rights,	
  esp.	
  related	
  to	
  class	
  ac,ons.	
  (EFF)	
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Fair	
  Informa,on	
  Prac,ces	
  (in	
  various	
  forms	
  and	
  syntheses)	
  are	
  slightly	
  more	
  
pragma,c	
  and	
  easier	
  to	
  map	
  to	
  actual	
  engineering	
  and	
  features.	
  I	
  consider	
  these	
  to	
  
be	
  the	
  “what”	
  axis	
  of	
  privacy	
  engineering,	
  whereas	
  PbD	
  is	
  the	
  “how”	
  or	
  “intent”	
  axis.	
  
	
  
These	
  prac,ces	
  have	
  several	
  different	
  reincarna,ons,	
  for	
  example:	
  
	
  
USA:	
  FTC	
  Fair	
  Informa,on	
  Prac,ces	
  -­‐hLps://secure.wikimedia.org/wikipedia/en/wiki/
FTC_Fair_Informa,on_Prac,ce	
  
EU:	
  Principles	
  in	
  the	
  Data	
  Protec,on	
  Direc,ve	
  -­‐	
  	
  
hLps://secure.wikimedia.org/wikipedia/en/wiki/
Data_Protec,on_Direc,ve#Principles	
  
OECD	
  Guidelines	
  on	
  the	
  Protec,on	
  of	
  Privacy	
  and	
  Transborder	
  Flows	
  of	
  Personal	
  
Data,	
  one	
  of	
  the	
  “classics”	
  or	
  privacy	
  regula,on:	
  hLp://www.oecd.org/document/
18/0,2340,en_2649_34255_1815186_1_1_1_1,00.html	
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This	
  is	
  one	
  synthesis	
  of	
  Fair	
  Informa,on	
  Prac,ces.	
  (See	
  references	
  on	
  the	
  previous	
  
slide.)	
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Having	
  framed	
  the	
  context	
  of	
  ”how”	
  (Privacy	
  by	
  Design)	
  and	
  ”what”	
  (Fair	
  Informa,on	
  
Prac,ces	
  /	
  Guidelines),	
  let’s	
  now	
  have	
  a	
  look	
  of	
  how	
  these	
  would	
  pragma,cally	
  map	
  
to	
  so>ware	
  engineering.	
  
	
  
We’ll	
  call	
  this	
  ”privacy	
  engineering”.	
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This	
  is	
  a	
  (probably	
  not	
  exhaus,ve)	
  look	
  at	
  how	
  Privacy	
  by	
  Design	
  could	
  map	
  to	
  
requirements,	
  both	
  func.onal	
  and	
  non-­‐func.onal.	
  If	
  you	
  think	
  about	
  an	
  agile	
  
so>ware	
  development	
  shop,	
  Product	
  Owners	
  would	
  necessarily	
  have	
  to	
  address	
  most	
  
of	
  these	
  in	
  User	
  Stories	
  (or	
  similar).	
  Many	
  of	
  these	
  aspects	
  target	
  the	
  business	
  case	
  
and	
  business	
  logic,	
  and	
  may	
  actually	
  have	
  a	
  large	
  effect	
  on	
  business	
  cases	
  that	
  are	
  
based	
  on	
  consumer	
  data,	
  for	
  example.	
  
	
  
It	
  is	
  also	
  no	
  very	
  probable	
  that	
  implementa,on	
  (design,	
  coding)	
  would	
  be	
  able	
  to	
  
engineer	
  around	
  business	
  case	
  level	
  privacy	
  issues	
  –	
  at	
  least	
  without	
  major	
  
disadvantages	
  or	
  reasessing	
  the	
  business	
  case.	
  PbD	
  therefore	
  provides	
  a	
  good	
  way	
  of	
  
addressing	
  privacy	
  before	
  code	
  is	
  wriLen.	
  
	
  
For	
  further	
  informa,on	
  on	
  the	
  meaning	
  of	
  these	
  principles:	
  
hLp://www.privacybydesign.ca/content/uploads/2010/11/PbD_Curriculum.zip	
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This	
  means	
  that	
  business	
  case	
  crea,on	
  and	
  product	
  ownership	
  (product	
  
management)	
  must	
  have	
  a	
  true	
  connec,on	
  with	
  both	
  privacy	
  folks	
  (usually	
  legal),	
  
user	
  experience	
  people,	
  and	
  development.	
  
	
  
Disconnect	
  between	
  any	
  of	
  these	
  func,ons	
  has	
  a	
  great	
  poten,al	
  of	
  causing	
  privacy	
  
issues.	
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Security	
  is	
  a	
  requirement	
  for	
  privacy	
  (as	
  an	
  example,	
  just	
  consider	
  how	
  hard	
  it	
  would	
  
be	
  to	
  keep	
  data	
  private	
  without	
  confiden,ality	
  and	
  authen,ca,on).	
  
	
  
However,	
  [technical]	
  security	
  does	
  not	
  guarantee	
  privacy.	
  This	
  is	
  because	
  privacy	
  has	
  
more	
  human	
  aspects	
  and	
  informa,on	
  has	
  a	
  property	
  of	
  once	
  being	
  freed,	
  you	
  cannot	
  
get	
  the	
  genie	
  back	
  into	
  the	
  boLle.	
  
	
  
I	
  posit	
  that	
  fielding	
  successful	
  privacy	
  engineering	
  process	
  throughout	
  a	
  company	
  is	
  
more	
  difficult	
  than	
  fielding	
  a	
  security	
  engineering	
  process	
  (for	
  human	
  and	
  
organisa,onal	
  reasons;	
  privacy	
  cuts	
  across	
  more	
  organisa,onal	
  boundaries	
  and	
  
different	
  incen,ve	
  structures).	
  On	
  the	
  other	
  hand,	
  the	
  closer	
  you	
  get	
  to	
  the	
  code,	
  the	
  
more	
  these	
  overlap.	
  (For	
  example,	
  unique	
  uncorrelated	
  iden,fier	
  genera,on	
  is	
  a	
  
cryptographic	
  problem,	
  squarely	
  in	
  security	
  engineering	
  domain.)	
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If	
  we	
  look	
  at	
  the	
  Fair	
  Informa,on	
  Prac,ces,	
  the	
  prac,cal	
  (func,onal!)	
  requirements	
  
start	
  to	
  be	
  clearer.	
  
	
  
This	
  is	
  again	
  just	
  skimming	
  the	
  surface,	
  but	
  you	
  will	
  no,ce	
  that	
  a	
  significant	
  amount	
  
of	
  these	
  func,onal	
  requirements	
  are	
  related	
  to	
  the	
  user	
  interface	
  or	
  user	
  experience.	
  
	
  
“Security”	
  is	
  one	
  of	
  the	
  Prac,ces,	
  which	
  just	
  reaffirms	
  its	
  posi,on	
  as	
  a	
  prerequisite.	
  
	
  
(Notes	
  on	
  the	
  terminology	
  –	
  “right	
  to	
  be	
  forgoLen”	
  is	
  now	
  a	
  buzzword	
  in	
  Europe;	
  
“right	
  to	
  lie”	
  is	
  meant	
  in	
  the	
  posi,ve	
  way:	
  whether	
  customer	
  data	
  is	
  accurate	
  is	
  in	
  the	
  
customer’s	
  decision;	
  if	
  a	
  customer	
  wants	
  to	
  be	
  known	
  as	
  John	
  Doe,	
  in	
  many	
  cases,	
  
that	
  is	
  “accurate”	
  unless	
  there	
  is	
  a	
  real	
  legal	
  or	
  contractual	
  reason	
  of	
  knowing	
  the	
  
customer’s	
  real	
  name.	
  For	
  a	
  good	
  example	
  of	
  “right	
  to	
  lie”	
  done	
  right,	
  have	
  a	
  look	
  
how	
  Google	
  La,tude	
  allows	
  the	
  user	
  to	
  define	
  his/her	
  posi,on	
  without	
  regard	
  to	
  the	
  
true	
  posi,on.)	
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Threat	
  modelling	
  (a.k.a.	
  threat	
  analysis,	
  architectural	
  analysis)	
  is	
  a	
  key	
  design/coding	
  
level	
  security	
  prac,ce	
  to	
  iden,fy	
  privacy	
  issues,	
  because	
  it	
  addresses	
  user	
  experience	
  
and	
  business	
  logic	
  in	
  addi,on	
  to	
  pure	
  code.	
  
	
  
The	
  following	
  slides	
  look	
  at	
  how	
  a	
  data	
  flow	
  based	
  threat	
  modelling	
  can	
  be	
  adjusted	
  
to	
  handle	
  many	
  of	
  the	
  privacy	
  requirements.	
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Data	
  flow	
  diagram	
  (DFD)	
  based	
  threat	
  modelling	
  using	
  Microso>’s	
  STRIDE	
  is	
  a	
  very	
  
accessible	
  and	
  ac,onable	
  form	
  of	
  threat	
  modelling.	
  For	
  a	
  longer	
  descrip,on	
  of	
  it,	
  
have	
  a	
  look	
  at	
  the	
  following	
  Microso>	
  resources:	
  
	
  
hLp://msdn.microso>.com/en-­‐us/magazine/cc163519.aspx	
  
hLp://www.microso>.com/security/sdl/adopt/eop.aspx	
  
	
  
STRIDE	
  incorporates	
  the	
  tradi,onal	
  CIA	
  (confiden,ality	
  /	
  integrity	
  /	
  availability)	
  
informa,on	
  security	
  model.	
  
	
  
However,	
  STRIDE	
  basically	
  just	
  addresses	
  security,	
  not	
  as	
  much	
  privacy	
  (except	
  for	
  
those	
  areas	
  where	
  these	
  overlap,	
  such	
  as	
  confiden,ality).	
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This	
  is	
  what	
  I	
  call	
  (for	
  a	
  lack	
  of	
  a	
  beLer	
  acronym	
  and	
  in	
  memory	
  of	
  Commodore)	
  
STRIDE+4.	
  
	
  
This	
  adds	
  four	
  privacy-­‐specific	
  considera,ons	
  to	
  STRIDE,	
  intended	
  to	
  be	
  determined	
  
for	
  each	
  iden,fied	
  data	
  flow	
  in	
  the	
  system:	
  
	
  
•  Consent:	
  Do	
  we	
  have	
  an	
  explicit	
  or	
  implicit	
  consent	
  to	
  send	
  the	
  data	
  (irrespec,ve	
  

of	
  whether	
  the	
  data	
  transfer	
  is	
  secure	
  or	
  not)	
  
•  Jus.fica.on:	
  Do	
  we	
  have	
  a	
  business	
  case	
  and/or	
  technical	
  jus,fica,on	
  to	
  send	
  all	
  

the	
  data	
  we	
  are	
  sending	
  (irrespec,ve	
  of	
  whether	
  we	
  have	
  a	
  consent	
  or	
  whether	
  
the	
  transfer	
  is	
  secure)	
  –	
  with	
  the	
  intent	
  that	
  if	
  data	
  transfer	
  is	
  not	
  expressly	
  
required,	
  it	
  should	
  not	
  be	
  done	
  in	
  the	
  spirit	
  of	
  data	
  minimisa,on.	
  

•  Jurisdic.onal	
  boundaries:	
  Is	
  the	
  data	
  flow	
  transborder,	
  for	
  example,	
  out	
  of	
  EU/EEC,	
  
or	
  out	
  of	
  a	
  Safe	
  Harbour?	
  Could	
  it	
  ever	
  happen	
  that	
  it	
  is	
  (for	
  example,	
  in	
  the	
  case	
  
of	
  mobile	
  clients)?	
  If	
  so,	
  is	
  there	
  a	
  need	
  for	
  legal	
  review,	
  addi,onal	
  consent,	
  or	
  
addi,onal	
  security?	
  

•  Reten.on	
  and	
  dele.on	
  considera.ons:	
  If	
  the	
  data	
  flow	
  is	
  to/from	
  a	
  data	
  store,	
  
such	
  as	
  a	
  file	
  system	
  or	
  a	
  database,	
  the	
  component	
  that	
  owns	
  that	
  stored	
  data	
  
needs	
  to	
  analyse	
  the	
  reten,on	
  policy.	
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The	
  following	
  describes	
  a	
  challenge	
  which	
  I	
  believe	
  is	
  fairly	
  typical	
  of	
  both	
  security	
  
and	
  privacy	
  in	
  a	
  (large)	
  so>ware	
  company.	
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A	
  very	
  typical	
  divide:	
  legal,	
  high-­‐level	
  product	
  marke,ng,	
  etc.	
  is	
  not	
  necessarily	
  very	
  
well	
  connected	
  with	
  the	
  development	
  teams.	
  
	
  
If	
  every	
  development	
  team	
  truly	
  has	
  resources	
  to	
  provide	
  all	
  the	
  industry	
  /	
  legal	
  /	
  etc.	
  
privacy	
  competence	
  from	
  within	
  their	
  organisa,on,	
  that	
  would	
  most	
  probably	
  be	
  a	
  
superior	
  solu,on.	
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Unless	
  privacy	
  competence	
  can	
  be	
  built	
  in	
  into	
  each	
  of	
  the	
  dev	
  organisa,ons,	
  
crea,ng	
  a	
  central	
  func,on	
  that	
  is	
  extensively	
  networked	
  would	
  in	
  my	
  opinion	
  be	
  the	
  
next	
  best	
  thing.	
  Security	
  engineering	
  may	
  make	
  use	
  of	
  a	
  “so>ware	
  security	
  group”,	
  
whose	
  one	
  reason	
  to	
  exist	
  is	
  to	
  build	
  bridges	
  between	
  the	
  development	
  and	
  other	
  
func,ons.	
  Privacy	
  engineering	
  would	
  benefit	
  from	
  a	
  similar	
  role.	
  
	
  
Addressing	
  this	
  type	
  of	
  execu,on	
  gap	
  in	
  an	
  agile	
  organisa,on	
  would	
  try	
  to	
  form	
  
informa,on	
  flows	
  without	
  encumbering	
  the	
  development.	
  
	
  
The	
  key	
  in	
  this	
  idea	
  would	
  be	
  to	
  enable	
  informa,on	
  sharing	
  without	
  adding	
  new	
  
repor,ng	
  requirements.	
  This	
  means	
  providing	
  access	
  to	
  bug	
  trackers,	
  req	
  
management	
  /	
  backlog	
  tools,	
  knowledge	
  bases,	
  etc.,	
  in	
  a	
  way	
  that	
  facilitates	
  “views”	
  
and	
  “pulling”	
  instead	
  of	
  “repor,ng”	
  and	
  “pushing”.	
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